


Reliability in all technological systems (be it a vehicle or a Cruise Missile) is largely determined 

by the levels of fault-tolerance, reparability, maintainability and validity in a design.  

The extremely high cost of a Cruise Missile (US Tomahawk = US$1.45 Million) (BrahMos = 

US$2.37 Million) coupled with the fact that it is a ‘one-time-use’ system rather than a lasting 

system, there is a lot of reliability present in a Cruise Missile in the form of fault-tolerance, as 

opposed to repairability and maintainability (Since a Cruise Missile is not designed to survive 

after its purpose is fulfilled), in order to ensure that it performs its function correctly even if it 

means at a diminished level, which is a much better alternative to a total failure.  

Fault Tolerance 

Fault-tolerance is the ability of a system, if hardware or software is compromised, in order for 

the system to continue to perform its function albeit at a reduced level of effectiveness. Fault-

tolerance essentially offers an alternative action for a system in order to avert total failure and 

loss. This is important in any technological system as it will enable a system to either continue 

on to fulfil its purpose albeit at a reduced level of effectiveness (In the event of a missile or any 

one-shot system) or survive until it can be repaired (In the event of a vehicle).  

An example of fault-tolerance is the solid rubber cores used in certain tyres of cars. If a tyre 

sustains damage such as a puncture, the solid rubber core in the tyre can keep the car 

functional albeit at a reduced speed and for a limited distance until a repair shop can be 

reached.  

Repairability  

Repairability is the level of difficulty for a system, if hardware or software is compromised, to 

be restored to a sound condition. Repairability is important for long-lasting systems such as 

planes and cars to ensure that such a system can return a sound and functional state after a 

fault occurs. It is important for a system to be easy to repair as it would enable said system to 

be restored quickly to working order so that it can return to performing its functions once more 

without causing any long disruptions/delays to users, thus making it reliable.   

An example of a good reparability is also found in the car. If any portion of a car is compromised, 

the car is relatively easy to repair as there are many people (mechanics and non-mechanics 

alike) and spare parts for cars are also readily available, thus making the car easy to restore to a 

sound condition.  

Maintainability 

Maintainability is the level of difficulty for a system to be kept in working order over time. 

Maintainability is also focussed on long-lasting systems. It is important for a system to be easily 



maintained as it would allow any faults in a system and their causes to be isolated and 

corrected accordingly. It also enables worn/damaged components to be replaced with new 

parts or repaired without need of a replacement. It also enables future systems of a similar 

make to be improved on. Maintainability is important in a lasting system in order to make sure 

that it can continue to reliably function over a long period of time without breaking down.  

An example of good maintainability is, once again, found in a car. A car is capable of being easily 

maintained, worn parts such as tyres and pipes can be easily replaced in order to enable a car 

to remain functional for long periods of time.  

Validity 

Validity is the logic behind the actions of a system. Validity is generally found in the 

programming of any technological system and is important in reliability as a reliable system is 

one that performs the most logical, and thus safest, actions to fulfil a purpose rather than a 

system which performs the fastest, but most dangerous actions to fulfil a purpose. Validity 

ensures that a system is able to perform its function in the best possible way AND/OR ensure 

that system survives the actions it takes in the event of non-hostile/routine conditions.  

Redundancy – Definition and Examples: 

Redundancy is the duplication of (or addition to) critical components within a system or a 

subsystem with the intention of increasing the level of reliability within said system through the 

introduction of a back-up or fail-safe function.  

Redundancy is designed to duplicate and thus ‘back-up’ 

critical subsystems in order to ensure their function 

should the original subsystem fail. Most examples of 

redundancy in technological systems exist in the form of a 

back-up power supply/back-up power generator designed 

for usage in the event that the primary power supply fails.  

The aforementioned qualities (price and type of system) of a Cruise Missile also mean that 

there is a lot of redundancy alongside fault-tolerance present in a Cruise Missile to ensure that 

it performs its function. Redundancy is used to duplicate and thus ‘back-up’ critical subsystems 

in order to ensure their function should any of the original subsystems fail.  

Due to the fact that cruise missiles are expected to come under fire and ultimately be 

destroyed, they generally do not have much in the way of hardware redundancy as any 

redundant components set into the Cruise Missile itself cannot guarantee that the missile will 

actually hit its target.  
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These interdependent subsystems function together to make the entire Cruise Missile system. 

The rocket-engine subsystem requires the guidance subsystem to designate a target, the 

warhead subsystem relies on the rocket-engine subsystem to transport it to the target and 

finally, the rocket-engine and guidance subsystems all rely on the warhead to fulfil the purpose 

of the Cruise Missile and destroy the designated target. 

  

 

 

Reliability & Redundancy - Guidance Subsystem: 

The Guidance Subsystem of a Cruise Missile covers both the weapon’s targeting and in-flight 

guidance functions. The guidance systems are designed in order to provide a logical method for 

the Cruise Missile to target and destroy designated enemy assets AND to ensure that missile is 

capable of reaching its target, ensuring the reliability to the system through validity.   

A Cruise Missile is capable of accurately targeting an enemy asset that is far beyond both visual 

and radar lines-of-light, meaning that enemies cannot immediately detect it upon launch and 

take measures against it. Also it possesses a flight-path that can be easily manipulated and 

controlled at launch and also in-flight through the use of internal navigation systems such as 

gyroscopes etc.  

Other munitions such as air-dropped bombs (As shown in the 

image to the right) require a target to be within sight, physical aim 

and can only be controlled during launch, making such weapons 

unreliable due to the fact that they are very susceptible to 

human-error (Timing and aim), weather conditions (Primarily 

wind-related) or essentially being wasted if the plane or vehicle 

carrying the weaponry is destroyed en route to its target.  

To ensure the reliability of a Cruise Missile, most, if not all of Cruise Missiles, are designed with 

two types of guidance methods: Preset Guidance and Homing Guidance. The type of guidance 

used, is dependent on the nature of the target.  

 

 

 

Fixed Target Missile Position  Calculated FASTEST Flight Path 

Guidance Subsystem  Rocket-Engine Subsystem  Warhead Subsystem  

Selects Target Transports Warhead  Destroys Target 

NZQA
Sticky Note
explanation of why reliability and redundancy were implemented in the development of the system

NZQA
Sticky Note
explanation of why reliability and redundancy were implemented in the development of the system





Timing Redundancy: 

 

 

 

 

 

 

 

As shown above, timing redundancy is used during strikes (Involving multiple Cruise Missiles) 

on strategically-important and thus well-defended targets such as a carrier, static air defences, 

bases or even cities in which missiles, no matter how reliable they are, are expected to be 

intercepted and destroyed. 

Timing redundancy helps to ensure the destruction of a selected target, which is the purpose of 

the entire system/subsystem. Timing redundancy works by relaying information concerning 

launched missiles back to the launch site itself. If the information relayed stops suddenly before 

a target location is reached, then it is stated in programming (and assumed in reality) that the 

missile was destroyed. Therefore after a few seconds or so, a second missile is launched at the 

exact same target until one is registered to have hit the target or detonated in a very close 

proximity, reliably ensuring that a target has been eliminated or rendered ineffective.  

Data Redundancy:  

 

 

 

 

 

 

Data redundancy is used in the way that, missiles are also capable of relaying and carrying extra 

information back to their launch site in mid-flight as opposed to only during launch. At times, 

multiple missiles are launched (Generally at short intervals after each other rather than all at 
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Cruise Missile Block Diagram (Redundancy within a Cruise Missile): 
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